
When it comes to secure 
communications, the federal 

government’s requirements are 
crystal clear—the vast majority of 
emails, documents, and other types 
of communication shared with others 
must be fully secure and encrypted. 

For years, agencies have been doing 
what they can to comply. Notebooks 
and PCs are outfitted with PKI-based 
digital signing and encryption technol-
ogy, letting them comply with the 
FIPS 140-2 standard for cryptographic 
modules. In some cases, agencies in-
stall VPN tokens on notebooks, which 
let employees access agency systems 
securely from remote locations. Agen-
cies also have added readers for smart-
cards and Personal Identity Verifica-
tion (PIV) cards to PCs and notebooks 
for physical access control.

While these methods work well for 
notebooks and PCs, they don’t work 
well at all for mobile devices. That has 
become increasingly important; mobile 
device usage among federal employees 
has skyrocketed, and many of them are 
owned by the employees themselves. It 
is difficult enough to ensure that mobile 
devices comply with FIPS 140-2 Level 
2, but companying with FIPS 140-2 
Level 3 or Identity Level of Assurance 
(LOA) 4 requirements traditionally 
have been impossible.

There is no good way, for example, 
to integrate smart card readers for 
authentication into commercial mobile 
devices. NIST addressed this issue in 
recent guidance (SP 800-157), which 
promotes the idea of the derived 
PIV credential—an alternative token 
that can be deployed directly on 
mobile devices. In its guidance, NIST 
explains that derived PIV credentials 
requiring hardware-based secure 
elements are the best way to meet the 

challenge of securely authenticating 
mobile devices.

SECURE MICROSD
GO-Trust Technology is the first 
company to develop a microSD secure 
element—basically, an encrypted chip 
in a microSD form factor. SDencryp-
ter, its flagship product, is a secure 
microSD with full in-chip hardware-
based authentication and encryption/
decryption. 

SDencrypter and its component-on-
ly counterpart JetSmart are certified at 
FIPS 140-2 Level 3 for identity-based 
authentication, and they are the only 
secure microSD products that meet 
and exceed all technical and security 
requirements of NIST’s SP SP800-157 
guidance on derived PIV credentials 
raising the Identity Level of Assurance 
to LOA-4. 

“This is especially beneficial to 
government agencies where a lot of 
employees use their own devices, 
because it provides a level of security 
that commercial products typically 
don’t offer,” said GO-Trust CEO 
 Darren Lee. 

Typically, an agency will purchase 
the microSD and install it on 
employees’ mobile devices. That 
way, agencies have complete control 
over the security, and can deactivate 
the chip if necessary. The devices 
have proven to be an inexpensive and 
extremely effective way to ensure 
security up to a very high level.

There are many ways that agencies 
can use the technology to improve 
mobile security and comply with 
stringent security regulations. One 
government agency, for example, 
installed the microSD cards in some 
of its employees’ mobile tablets, 
enabling them to digitally sign and 

encrypt email from whatever location 
they happened to be. Another agency 
wanted to replace some of its employ-
ees’ notebooks with mobile phones 
while still letting them log into the 
agency’s VPN server. The notebooks 
had been outfitted with VPN tokens 
for authorization, but there wasn’t 
any easy way to do that with mobile 
phones. It accomplished the task by 
integrating GO-Trust’s microSD card 
with the VPN client. Employees can 
now securely log into the VPN server 
just as they did with the notebooks.

There are many other uses for 
secure microSD cards throughout the 
federal government. For example, 
today’s communication needs extend 
far beyond email to voice, chat and 
text. Building on its secure microSD 
technology, GO-Trust offers military-
grade secure communications options 
for protecting all of these forms of 
communication. It works by encrypt-
ing encrypted peer-to-peer voice, chat 
and text communication, as well as en-
abling participants to share encrypted 
files with each other. 

Over time, federal requirements 
for security will only become more 
stringent. 

“I wouldn’t be surprised if the 
federal government eventually 
required all mobile communication to 
be fully secure and encrypted,” Lee 
said. “We’re ready for that now.”
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Every year, more federal employees 
use mobile devices to collaborate 

with coworkers, engage with citizens, 
collect and transmit data, and remain 
productive while out of the office. 
According to Mobile Work Exchange, 
90 percent of government employees use 
mobile devices today, and that number is 
expected to rise even further over time. 

While the benefits of mobility to fed-
eral agencies are clear, security issues are 
always a concern. Hacking and malware 
is a persistent worry, and for good reason. 
According to a mobile security study 
from the Government Accountability 
Office, the number of variants of malware 
aimed at mobile devices had risen by 
about 185 percent in the past year.

User behavior also can cause 
problems. A study by Ponemon Institute 
found that two-thirds of respondents 
from a variety of organizations have 
either frequently, or sometimes, 
downloaded and used mobile apps 
that aren’t specifically approved by 
the organization, and only 19 percent 

made sure the apps didn’t have viruses 
or malware. A study by Mobile Work 
Exchange found that about one-third 
of government employees use public 
Wi-Fi connections, 25 percent don’t set 
passwords, and six percent have lost or 
misplaced their mobile device. 

Agencies have made great strides 
in securing mobility by implementing 

technologies and policies around Mobile 
Device Management (MDM), Mobile 
Application Management (MAM), and 
Data Loss Prevention. 

But it’s simply not enough, though 
federal regulators are doing what they 
can. In 2013, the Federal CIO Council 
issued guidance to help agencies secure 
mobile devices. The Federal Mobile 
Security Baseline provides a minimum 
set of security controls for mobile 
devices, while the Mobile Security 

Reference Architecture, developed 
by the Department of Homeland 
Security in collaboration with dozens 
of agencies, lays out the architectural 
components required to provide secure 
mobile services. 

Achieving the highest level of mobile 
security requires even more stringent and 
specific standards and controls, and they 

are on the way. For example, NIST has 
updated FIPS 201-2, a standard for Personal 
Identification Verification cards, to allow 
smart identity card holders to access secure 
computer networks from mobile devices. 
The technology goes hand-in-hand with 
NIST’s SP 800-157 for Derived PIV 
Credentials, which allows users to use 
mobile devices for secure communications.

THE MOBILE SECURITY 
CONUNDRUM: BYOD EDITION
According to a recent report 
commissioned by the National Academy 
of Public Administration, nearly half of 
senior federal government employees 
are using their own personal mobile 
devices for business purposes. That’s not 
surprising; the Bring Your Own Device 
(BYOD) movement is slowly but surely 
becoming part of the federal culture. 

While the benefits of BYOD are well-
known—they improve productivity and 
employee satisfaction—there is little doubt 
that allowing them in the workplace makes 
mobile security more complicated. Because 
personal and government data reside on 
the same device, the loss of a device is a 
significant security risk. And if employees 
download apps for personal use that are 
connected to malware or have viruses, they 
can affect government data. 

MOBILITY AND SECURITY:  
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For most agencies, the benefits of 
BYOD outweigh the risks, providing 
that certain technologies and policies are 
implemented and enforced. At the very 
least, these should include encrypting 
data in transit and at rest, enforcing access 
controls that prevent unauthorized devices 
from accessing government data, enforcing 
authentication and password protocols, 
and developing a list of approved apps that 
employees can download without worry.

One of the best ways to do that is by 
implementing an approved MDM system, 
which helps organizations manage 
and push policies, applications and 
configurations, and keep track of devices, 
often by installing a software client on 
mobile devices. MDM allows agencies 
to do a “selective wipe”—removing 
only specific applications or data—in 
case the device is lost or compromised 
in any way. MAM is another important 
solution; it secures applications and data 
and provides access to apps for specific 
groups of users based on their needs or 
roles within the organization.

Other important steps agencies 
should take include using the newest 
firewall technology to block users’ 
personal apps from accessing agency 
data; implementing Network Access 
Control solutions; and installing 
Security Information and Event 
Management systems, which enable IT 
staff to see security alerts generated by 
mobile threat detection solutions.

Finally, agencies should strongly con-
sider adding mobile authentication solu-
tions, which help validate the identification 
of users before they can access sensitive 
resources. With this solution installed, the 
device remains secure even if lost or sto-
len, because others who try to use it won’t 
be able to access critical information.

FOCUSING YOUR MOBILE 
DEVICE POLICY ON SECURITY
There are many critical parts to an 
effective mobile device policy, and 
most of them are related to security in 
some way. To develop a comprehensive 

policy, start by reading NIST publica-
tions 800-124 and 800-164. 

Here are some important issues to 
address in mobile device policies:

Acceptable Use
n Acceptable agency use
n Acceptable personal use
n Prohibited activities
n  Permitted access to agency 

resources
n  Backup and file sharing/

synchronization rules
n Blacklisted applications

Data Application/Ownership
n  Specify ownership of information 

and data
n  Consequences of unauthorized use, 

duplication or access

Required Security Requirements
n  Device provisioning and 

configuration, including 
installation of MDM client

n  Password protection and policy
n Device locking policy
n  Unacceptable device actions, such 

as jailbroken or “rooted” devices
n  Employee access limits
n Conditions for remote wipe

THE CASE FOR HARDWARE-
BASED MOBILE SECURITY
Software-based mobile security tech-
niques encryption, antitheft and antivirus 
apps, and MDM software have been 
around for a long time, and they can 
be quite effective. But when agencies 
require the highest levels of security 
such as FIPS 140-2 Level 3 or higher, 

or LOA 4—the OMB’s highest level of 
e-assurance—software techniques can’t 
measure up. That’s because even though 
these techniques provide protection, 

they can be hacked or compromised, 
and in rare cases, turned off by users. In 
addition, the mobile operating itself can 
be vulnerable to attacks.

When top levels of authentication are 
required, experts recommend a hard-
ware-based approach. Using a hard-
ware-based security technique creates 
a protected environment for crypto-
graphic functions that is never exposed 
and can’t be hacked. A hardware-based 
secure element isolates credentials from 
potential attacks. Because it is self-
contained, it can’t be compromised.

The National Institute of Standards 
and Technology agrees. In its latest 
guidance, NIST urges government 
organizations to use hardware-based 
mobile security when the highest level 
of mobile security is called for. NIST 
said in its guidance that a software-
derived credential could reach “high 
confidence” but not “very high confi-
dence”, according to the OMB identity 
assurance scale.

With an eye toward making progress 
in the field, Google recently introduced 
Vault, a hardware device in the form 
factor of a MicroSD card. This device, 
still in development, will encrypt 
sensitive data rest and allow end-to-end 
protection of streaming data. It runs its 
own secure operating system, near-
field communications and antenna, and 
provides 4 GB of isolated storage for 
the most sensitive data.
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